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CERTIFIED ETHICAL HACKER v 10 (C|EHV10)

PARTICIPANTS }

Ce cours s'adresse particulierement aux responsables sécurité, aux auditeurs, aux
professionnels de la sécurite, aux administrateurs de site et n'importe qui étant
concerné par la stabilité des systemes d'information.

[ MODULES ENSEIGNES }

Module 01:
Module 02:
Module 03:
Module 04:
Module 05:
Module 06:
Module 07:
Module 08:
Module 09:
Module 10:
Module 11:
Module 12:
Module 13:
Module 14:
Module 15:
Module 16:
Module 17:
Module 18:
Module 19:
Module 20:

Introduction to Ethical Hacking
Footprinting and Reconnaissance
Scanning Networks

Enumeration

Vulnerability Analysis

System Hacking

Malware Threats

Sniffing

Social Engineering
Denial-of-Service

Session Hijacking

Evading IDS, Firewalls, and Honeypots
Hacking Web Servers

Hacking Web Applications

SQL Injection

Hacking Wireless Networks
Hacking Mobile Platforms

loT Hacking

Cloud Computing
Cryptography
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[NOUVEAUTES DANS LE CEHVlO]

e Inclusion of New Modules - 10T Hacking and Vulnerability
Analysis

e [Focus on Emerging Attack Vectors - Cloud, Al, ML, etc.

e Hacking Challenges at the End of Each Module

e Coverage of the Latest Malware

¢ Inclusion of complete Malware Analysis Process

e Covers latest hacking tools

[INFORMATION SUR LA CERTIFICATION ]

EXAM CODE
*312-50

# OF QUESTIONS
« 125 [ ]
DURATION 05 Jours de Formation

* 4 Hours
AVAILABILITY

* ECC Exam Portal, Vue
TEST FORMAT

* Multiple Choice
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